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Instructions. Read the questions below. Check the box if thevans the question is
“YES.” If you can check off any of the boxes, thgu are probably subject to the Red
Flag Rules and must have your own written Red Plag.

1. Are you any of these?

Bank

Thrift

Mortgage Lender

Credit Union

U.S. branches and agencies of foreign bank

O 0000

U.S. commercial lending companies of foreign bank

2. Do you or your organization fit the definitioh“Creditor” shown below?

LI “Any person or business who arranges for the exdansenewal, or
continuation of credit’(see footnote)

In a clarification provided by the FTC, an orgatiza would be included in the
definition of “creditor” if the organization doestregularly demand payment in full for
goods or services at the time that such goodsreices are delivered, which, according
to the FTC, would be considered extending creéit.attorney for the FTC said there is
o “bright line” rule for determining whether anganization meets this definition; in
other words, there are no clearly defined, objectactors that we can count on to
determine, with little or no room for interpretatjovhether or not an organization is
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subject to Red Flag. Rather, it is up to eachmiagdion to determine if they meet the
definition, and hopefully err on the side of thed*3 opinion on a case-by-case basis.

3. Are you any of these, which are cited as exampf the definition of “Creditor’?

OooooOood

Utility Company

Car Dealer

Telecommunications Company

Health Care Company

Debt Collector

Any other person or company that meets the dedmitif “Creditor,” defined
under Question 2

4. If you are not sure about Questions 1 throughsB these questions:

O

“If a criminal uses a false or stolen identity @rficipate in my products or
services, could it result in a financial loss tcoasumer or business, either
through a transaction that | initiate, or a tratisacthat | validate that is
initiated down the line by someone else?”

“If a criminal uses a false or stolen identity @rficipate in my products or
services, could it result in any harm to a consuondrusiness, either within my
organization or through the products and servicasltprovide (such as
medical records contamination, false arrest, |bssealit status, loss of
government benefits, delay of payment of benahihility to obtain housing,
etc.)?”

“Are the products or services that | provide coasd “validation” for
obtaining other products or services, and by vidlthis fact, we could be
abetting identity theft in another organizationgsas a utility account that is
used to substantiate residency, etc.)”

RESULT OF TEST:

Yes, my organization is subject to Red.Fl@gigyou checked any of the boxes

indicating and answer of “YES,” then you are prdpaubject the Red Flag rules of
FACTA Section 114.)

No, based on our best interpretation ofefairements of FACTA Section 114,

we are not subject to the regulation.
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Defining Additional Red Flags

If you don’t know how to determine what your Redd3 might be, ask this question:

“How would | find out if a consumer were perpetngtifraud within our
organization?”

“How would | know if an employee were perpetratingud within our
organization?”

How would | recognize identity theft if it were agting to an employee or to a
consumer of our products and services?”

While “identity theft” does not encompass all fraitds likely that you will find

many instances where fraud is perpetrated usinthanmdividual’s personal
information (name, address, date of birth, so@alsity number, drivers license/state
ID number, account numbers, etc.), which consstidentity theft.

RESULT OF TEST: Sort through your answers to determine in whictesdke
perpetrator might use another person’s personaitrrdtion, including account numbers,
to commit the fraud. Each of your answers may trecflag” signaling identity theft.
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| dentifying Covered Accounts

If you don’t know which accounts in your organipatiare covered accounts, try looking
at your Income Statement. For each line of reverskg(check if answer is “yes”):

LI  “To generate this revenue, do we defer paymentllrufitil after the time of
service?” If yes, then this is probably a coveaedount. Confirm with the
second question below. If payment in full is coléxl before or at the time that
service is performed then this may NOT be a covapedunt.

0 “Isit possible for a consumer to obtain this proidor service and default on
the payment?” If yes, then this is probably a cedeaccount.

[0 “Can a criminal establish this type of accounttfoe purpose of validating their
identity, resident status, or other criteria thatyrbe relied upon by others to
establish a covered account elsewhere?” If yes, tthis is probably a covered
account under the second part of the definitioricivstates that a covered
account is also any account for which there isssoeable foreseeable risk of
identity theft.”  (Example — Establishing a ifjilaccount to validate a local
address for the purpose of opening a bank accdte®. Footnote)

Note: NXG has developed a Risk Assessment temfdatach industry affected by Red
Flag to help you identify the appropriate Coveragtdunts.

RESULT OF TEST: If you checked off a box to indicate “YES,” thenwmay be
subject to Red Flag. The spirit and purpose ofdigeilation is to try to stop identity theft
at one of the points of vulnerability - the poihtrich a financial transaction takes place
in exchange for goods and services. It also is@skedged in FACTA Section 114, that
while this regulation focuses on financial trangatd, medical organizations also have a
duty to protect the accuracy and privacy of medieabrds.

FOOTNOTES

EXCERPT from FACTA Section 114

63718 Federal Register / Vol. 72, No. 217 / Friday, November 9, 2007 / &uand Regulations

8§ .90(b)(10) Service Provider. The proposed regulations defined “service provigera person that
provides a service directly to the financial ingiin or creditor. This definition was based upba t
definition of “service provider” in the InformatioBecurity Standards.23

One commenter agreed with this definition. Howewsn other commenters stated that the
definition was too broad. They suggested narrowliregdefinition of “service provider” to persons or
entities that have access to customer information.

Section ___.90(b)(10) of the final rules adopt tleéirdtion as proposed. The Agencies have
concluded that defining “service provider” to ingkionly persons that have access to customer
information would inappropriately narrow the covgeaf the final rules. The Agencies have intertete
section 114 broadly to require each financial tnstin and creditor to detect, prevent, and miggdentity
theft not only in connection with any existing cos@ account, but also in connection with the opgoih
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an account. A financial institution or creditorubimately responsible for complying with the finales
and guidelines even if it outsources an activitg third-party service provider. Thus, a finanafetitution
or creditor that uses a service provider to ope&oaats will need to provide for the detection, mmeion,
and mitigation of identity theft in connection withis activity, even when the service provider hesess
to the information of a person who is not yet, amly not become, a “customer.”

23The Information Security Standards define “seryicavider” to mean any person or entity that mamgai
processes, or otherwise is permitted access toroestinformation or consumer information througé th
provision of services directly to the financialtihgtion. 12 CFR part 30, app. B (national bank®);CFR
part 208, app. D-2 and part 225, app. F (state reetmdinks and holding companies); 12 CFR part 36d., a
B (state non-member banks); 12 CFR part 570, affpatings associations); 12 CFR part 748, App. A
(credit unions).

§ .90(b)(3) Covered Account. As mentioned previously, the Agencies have addeeadefinition of
“covered account” in § 1.90(b)(3) to describe ttype of “account” covered by the final rules. &h
proposed rules would have provided a financialtuison or creditor with broad flexibility to applys
Program to those accounts that it determined welreevable to the risk of identity theft, and did no
mandate coverage of any particular type of account.

Consumer group commenters urged the Agenciemtbthie discretion afforded to financial
institutions and creditors by requiring them to @ogonsumer accounts in their Programs. While seetki
preserve their discretion, many industry commermegsiested that the Agencies limit the final rutes
consumer accounts, where identity theft is mostyikto occur.

The Agencies recognize that consumer accountsrasently the most common target of identity
theft and acknowledge that Congress expected taérigulation to address risks of identity theft t
consumers®For this reason, the final rules require each Rnogio cover accounts established primarily
for personal, family or household purposes, thedlive or are designed to permit multiple paymemts o
transactionsi.e., consumer accounts. As discussed above in coonewstth the definition of “account,”
the final rules also require the Programs of finanastitutions and creditors to cover any othge of
account that the institution or creditor offerswaintains for which there is a reasonably foreskeeddk
from identity theft.

Accordingly, the definition of “covered accounts divided into two parts. The first part refers‘tm
account that a financial institution or creditofes§ or maintains, primarily for personal, famidy,
household purposes, that involves or is designgetmit multiple payments or transactions.” The
definition provides examples to illustrate thatshdypes of consumer accounts include, “a creafit
account, mortgage loan, automobile loan, margioact cell phone account, utility account, checking
account, or savings account’”

The second part of the definition refers to “affier account that the financial institution or
creditor offers or maintains for which there issagonably foreseeable risk to customers or toafetys
and soundness of the financial institution or ddirom identity theft, including financial, opei@nal,
compliance, reputation, or litigation risks.” Thigurt of the definition reflects the Agencies’ leélihat
other types of accounts, such as small businessiatcor sole proprietorship accounts, may be valrie
to identity theft, and, therefore, should be coeséd for coverage by the Program of a financidltuntson
or creditor.

In response to the proposed definition of “accQuattrade association representing credit unions
suggested that the term “customer” in the defnitbe revised to refer to “member” to betterleet the
ownership structure of some financial institutiamgo “consumer” to include all individuals doing
business at all types of financial institutionseTdefinition of “account” in the final rules n@hger makes
reference to the term “customer”; however, thédimigon of “covered account” continues to emplalyis
term, to be consistent with section 114 of the FAT, which uses the term “customer.” Of courge,
the case of credit unions, the final rules and glings will apply to the accounts of members that a
maintained primarily for personal, family, or hoheéd purposes, and those that are otherwise suigject
reasonably foreseeable risk of identity theft.
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